UNCLASSIFIED 


10> Does the system. conduct data mining as <k lined in Section 804 of the 

Implementing Recommendations of the 9/1 1 Commission Act of 2007, p.L. I ID- 
53 (codified ai 42 CSC 2000ee-3>? 

x no 

_YES If yes, please describe the data mining function: 

1 i. Is this a national security system (as determined by the SecB)? 

X NO _YES 

12.. Status of System/ Project; 

X This is a new system/ project in development. 

IE EXISTING SYSTEMS / PROJECTS 

1. When was the sysiem/projeet developed? 

2, Has the system/project undergone any significant changes since April 17,2003? 

i .J T NO [If no, proceed to next question (113).] 

I YES If yes, indicate which of the following changes were involved (mark all 
changes that apply, and provide brief explanation for each marked change) : 

A conversion from paper-based records to an electronic system, 

A change from information in a format that is anonymous or non- 
identifiable to a format that Is identifiable to particular Indieidnais. 

A new use of an IT sysiem/projeet, including application of a new 
technology, that changes how information in identifiable form is managed 
(For example, a change that would create a more open environment and/or 
avenue for exposure of data that preciously did not exist.) 

A change that, results in information in identifiable form being 
merged, centralized, or matched with other databases. 

A new method of authenticating the use of and access to 
information in identifiable form by members of the public. 

A systematic incorporation of databases of information In 
Identifiable form purchased o? obtained from commend d or public sources 


unclassified! 
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I V I SWI I !> M»U OH K 1 \l 1 SF OM h 


h_\c hg vphca o n tnocx\nov's i o\mnuM» 


PJA is required by the E-Government Act. 

HA is to be completed as a matter of FRI/.D0J discretion. 

X HA is not teetered Hr the following rsason(s): 

System, rises net collect, maintsim, or disseminate Hi, 

System -s grandfathered (in existence before 4/17/2003; no later changes posing sfondfoam privacy nsks). 

X information in He system relates to internal government operations. 

System has been previously assessed under an evaluation similar to a 01 A. 

No significant privacy issues (or privacy issues me unchanged). 

Aran [cable SORNtsk E/mfonve Direciorv Svsterm for foe EktponWnmr of Justice. DOJ-Ols. 24 Fed, Rea. 57194 (No 


4.2009 

Notify FBI RMD/RIDS per MIOG 190.2.3? , X Ho Yes-See sample EC on PCLU intranet svdfote here: 

n rn 1 ' v ^ Hiv (h is Visd 'H K ♦ * 2» I ft m n > » m r w 

m \ \ m \N \ N fo \\ N m ^ 


Pi'epare/reviaefotkl Privacy Act (e)(3) ata.tem.esns Hr related forms? X No Yes (indicate forms affonedi: 


RECORDS. The nrogcam shtiuki consult with ROD to Identlty/wsolve any Federal wcords/eteotonnic records issues. 
The system may contain Federal res rods whether or mat it contains Privacy Act requests and, in any event, a records 
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on tr 
as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updates. 


Other; 


Unit Chief i Signature: 

Privacy and Civil L hordes Unit ; Date Signer 


James .1. lemdon, Deputy General Counsel ! Slguamre: ,,A ; \A ::> C ; A.-;. 

FBI Pr ivacy and Civil Liberties Ofifoer j Cate Signed: / HD ;;... / y 


CM'i.ASM(- IE s> - lOR OFFICIAL CNF ONLY 
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L INFORMATION A BO IT THE SYSTEM / PROJECT 


I < Provide a ipaeroi description of $W s* sum or projeef that hwlodes;: || 
the sYMera/ptejetU mcfttdfag mrmwimi (h) structure of the 

system/prejreu in d«d*ag mtercoaaoclioas with otIser p rej eets or sys turn s: 
purpose of the systetuf project; I# oaf ore of the faforotofloo so dw sysfeto 
and how it wilt be used; (e) who willTrove aoeess to the brforrootioo in the 



TOE OFFICIAL USE ONLY 
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b7D 

b7E 


FOR OFFK'tAJ. USE ONLY 



_X .NO fO'iUK proem! to question m 



YES ttf yes, proceed ioqeespott ?, 



.NO fifes program mill need to work with PCLU to tkvdojOImpiemerA 

the necessary form(*)>j 

Y ES ideality any forms, paper or electronic, used !o request sod* 
information front the Information .subject: 

7. Arc Social Security Numbers (SSNs) collected, maintained or dissent .mated Iron; the 
svsicm proycO tub I SEN', should only ho used as diced Sera in limbed instances. 

.X_NO SrtiiS If yes, cheek ait thru apply. 

.SSNs ore necessary to asdibbah/crmikrn rim identity of eatneens, vmEmu. 

svanesses or sources m toss too uutbreemout or intelligence activity. 

SSNs are necessary to identity FBI personnel to bus internal administrative 

- BmOFFN t U t SFOXtd 
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: FOR OFilOAi USE ONLY 


NAME Of SYSTEM / FR0MC1 


i >, ' x ' ! r v "0 \ N \■cs f >$ 

The sysiemr project provides special promotion to SSNs Cc.g., SSNs are 
encrypted, hidden front ell users via a look-op tabic, or only available to cenan 
users). Desail.Hr: 


eels! protection io 


H is v feasible for the systeoFprqteet io pro 

SSYs. 

f ' x x x I 

■- yu > v 

coos: be red friv&ey Act syueror of records. . k Fedora; Acquisition Rego lotion 
coet-dus sumdsad cornua, i x scses tlta* mast Oe c\ . led in the event me \> uo 
e ",. cm camanny or dtssennoates Pit and additional requirements may be 
v" i - \v\ \ ' a » po x x os a pn n ' he 

Office of the General Counsel may be required if a contractor is operating the 
System AYtd'c ! 'Hi 

's c tvS' t x „ x ^ 1 XV X » 

vrceosy ! nvssson (SecDf? 

_ \ If atn indicate reasmr; si CJkA is pmrdstsg provide attdeipafed 


If yes, please Indicate the faliowirsg. if known: 


Con Odcsttialifv:.I on Modes ate Jk. High I stdtffitsed 

Integrity: _I ov> Moderate X High Las do fined 

uaiiaffiidx; low Modes Me \ fimk f'odelisH-sl 


b7D 

b7E 


b7D 

b7E 


FOR OFFICIAL USE OAI.A 
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I UR ml \ u HI * M OM \ 


NANIO OF AVStltO ! PROJECT; 


10. Does; Use system conduct dote mm mg os e dosed m Section Odd oft.be 

imp fomenting Recommendations of the 9.D 1 romnnsamn Act of 2007. P.I.. 110- 
53 (codidea at 42 UOC doooeedt? 

X NO 

Y'ffS If yes., please describe the ditto mining function; 

11, to doe a mo meat scemdy s>mem ias determined by the Seep}? 

.X .NO _YES 

\ s'. s s ' s ' X sOv SS! si s v'v 

* \ S " s s V \ s \ \ 

sohntdted to ¥Bl OGCeFCLE fee lino! FBI approved and determination if 
FI..4 and Or other ;sc turns sere reqdre-U 

ii, existing systems / projects 



changes that apply, and provide hnef explanation far each marked changer 

A change dose osformabon io a format that is anonymous at non- 

A nets use of ms IT eystena/preyeog luefoding application of a oesv 
technology, that changes hose ofo.mm.amo ia ieemihable form is managed, 
; res example., a change that mould creme a mate open environment and/or 

A change that moults; m information m identifiable form borne 
merged, central Deri os matched oath other d;g abodes;. 

A nee method of authenticating the tree oi'and aeeeas to 
information m identifiable form hy members oi the public. 


;;* I OR OITK IAI I or uni y 
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' '' Ss.sr x reorpe'Vv v'f j ' ' 

identifiable loam purchased or obtsmed tom commercial or public sources. 

A ,s ouerogcocy use or chared agency function tbai results in 

V ' < x - ! - O \ On ' 

idemubinb ibnn. 

r s v em ' i 

form fyc added into i - vv&r * 

Qi ' % o v. e typ 

the individuals eo whom records arc rnaunww.d. or the use or 
^ ' V" > o » . % » worn v. s ' v,' i v. 

(M v iProvide hr ret expbumion 1: 

3. Docs a PI a for this system: project id ready cm of 

.HO ___YES 

1 f yes: 

a froOde dole hoc of the FI A: 

b. Has the system/project undergone any significant chances since the PI V ? 

. HO .YES 

| 1 In.' E !' K O new complete sod alter db Aron appro*. ah\| should he summttcd to 
Fdt vHo §H1 1 Cor on) Hit approv'd and deiermimobm d ft \ and or other 
aedoov ore sumotrsdH 


i ' ' y i IOROM U'iU 1 Si' ON! 3 
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1. INFORMATION ABOU1 THF S\ ST FA! / PROJF.CT 


I, Provide a general 4e$«riptiaa of iM system or project fiat includes; (a) same of 
the S}\tem. propeO Including awooUu-d acronyms; (b) structure of tbe 
systo.ar/$>roJfe«t, BrOodlng iateretmaecfioas with other projects or systems; <c> 
purpose of the system/project; fd) nature of the IP&f.motion i». the svsteuPproJeet 
and how It will be ased; te) who will hove access to the information la. the 
system/project; (!) and the manner of transmission to all asm. 



> s.'L.v^ia! yok\ „ k' ( o <* "v. > „ <v. ' nU\ ^ *. <. a f \\ 

.'eh .deeX < s , c sum u b < ^» > e , - eciv, \ . w, vn» •, \u ' a. e »' 


X.HO flf no, STOP, The FT A is now complete and after division approvals) 

shook! he submitted. M FBI OOC/FCL1.I Or fine! FBI approval Unless yon are 
othemwe advised, no P.I.A w repaired,! 
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The information can be: used so distinguish or trace an individual's identity Cue., it 
is linked or linkable vo specifse individuals: 

if yon .marked any of the abo ve, proceed to Question 4. 

identify spec irk individuals ealrsr directly or indirectly, fifym* cheeked rids Item, 
STOP here niter ptwldlny the repaested description,? 

comtuharns"-' 

.NO .V l:N 


5. is into mi at nan about United States citizens or lav duly admitted permanent resident 
NO. pf mu skip to question 7J 

YES. Ill yea, proceed to the next question,! Eddy name can be retrieved. 

Do riot collect any other into treat ion. 

subject of the information? 

NO |I f no, proceed to question 7.1 
.YES 


a. Dees the systcrn/proiea support criminal, CD or PCI investigations or 
assess.nierit.a? 

YES Ilf ves,. proceed to question ?,| 
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YES Identify my forms, paper or electronic, used in request such 
Information from the information subject: 

7 \re 7 , \n Scotch;, \tn me \ s > x I cm-: ' or t ' tied loo: the 

rv :s End Sb\s d -, 7 m :, K ms \L:: ,, ,, ' •! ,1 nsm ,,. 

_NO .V'BS If yes, check oil that apply: 


_SSNs are necessary > estabkshwotdkm the idem by of subjects, victims, 

witnesses or sources In this law enforcement or intelligence activity. 


.SSNs are necessary to identity FBI personnel in this internal administnaive 

e>MC'u. 

.SSNs are important for other reasons.. Describe: 

.The svstenv'protet; wo rides special protection to SSNs (e.g., SSNs am 

0 , 1 do' ' , , hi, ' h , cow ' 

users! Describe;. 

U is net thasm.o f t to w stew proto 0; \ wL yweod protection to 
SSNs. if y plain: 

S. Is the system, operated by a contractor? 

No. 


'' - m'wwuWT n- , ' s 'ponced n 0 0, ois 1 -' the fBI mm, |>e 

-o' s, t,d ? ',s 0 , , , Fide ' , t ' on he pn knew 

contains standard contract clauses that most be included in the event the system 
collects, maintains or disseminates Pit arid additional requirements may be 
imposed as a matter of Departm.mi of Justice policy. Consultations with the 
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NO If no, indicate reason; If €&A Is pending, pr n ide anticipated 
completion date: 

YES If' yes, please indicate she following, si known; 

Provide date 0 last CScA certifkattcm/re-certificatioiit 
Confidentiality:Low Moderate.High.Undefined 


integrity: _I ,-ow Moderate High Undefined 

Availability: Low Moderate High Undefined 


Not applicable this system is only paper-based. 

10. Does the system conduct data missing M defined in Section 804 of the 
I'j'Oi'io' 1 ; R<.,\" ' >\ ym "> * < s * v \V'~ p f . j1{•- 
53 (codified at 42 USC 2000co-3}? 

n§ 

YES If yes, please describe the data mining function: 

11. Is this a national security system (as determined 'by the Sec.D}2 

NO YIN 

12. Status of System/ P o> ec t: 

' ' hm n s c ' v |lf you checked this block, 

STOP. The FT A is now complete and after division approvals) should he 
submitted to FBI OGO'PCLtJ foe final FBI approval and determination If 
PI A and/or other actions are required,! 

II. EXISTING SYSTEMS / PROJECTS 

2. Ilo' me o". e u m , e, ,j ! , < , , ^-,'1 No f l" ,'k.' 

NO [if no, proceed to next question film s.} 

. h S It > md te,'! >> i, f 0 " i c\ cswere hnoNod froark al 

changes that apply, and provide brief explanation for each marked change): 
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H'he PT.\ 5s 0*05 COOjpK'U' S' ds* isS^iS ^pps»>'-.«lK5 -dtOUM he -submitSi-d to 

FBI s *' sv '' 5. < v ' s ' v" ' ' s s ' ' x »k s. d>er 

aetUm« are reqxnmlf 
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